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Introduction

PROGRAM verification has been a topic of intense
research interest in recent years. One result has been the

design of programming languages such as Gypsy1 and
Euclid2 for constructing formally verifiable software. These
languages were designed to permit the application of modern
verification techniques. The research described in this paper
and in Ref. 3 was an attempt to measure the applicability of
such techniques to features of an existing language,
HAL/S,4'5 and to isolate a "verifiable subset," HAL/S/V,
of that language.

HAL/S is a PL/I-based language designed to fill the
software needs of the NASA Space Shuttle project. The
breadth of this work mandated a language broadly based
enough to meet the requirements of a wide range of aerospace
applications. Features of HAL/S include: floating point
capabilities; error handling and recovery; multiple data types
with implicit and explicit type conversions; concurrent and
real time programming capabilities; independent compilation;
interfaces with subroutines written in other languages; and
macros for inline textual substitution. These features and
others make HAL/S a powerful tool for the aerospace
programmer.

However, programs in any language are only worthwhile if
they correctly perform their intended function. This is doubly
true in aerospace applications where software failure may
endanger human lives and costly hardware. Ideally, only
programs of demonstrable reliability should be used in critical
applications. Many researchers believe that maximum
reliability can be obtained by designing software in a struc-
tured fashion and formally verifying the resulting programs.

With respect to programs written in a complex language
such as HAL/S, two major obstacles arise.

1) Proving the correctness of a program is often quite
difficult. This difficulty is compounded for large and complex
programs.

2) Many of the features of HAL/S which are desirable for
writing aerospace software are difficult or impossible to
verify.

The first point illustrates the need for structured
programming to break a complex program into manageable
subunits and for machine assisted program proving systems.6
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The second point indicates the value of a careful analysis of
language features for verifiability to alert the programmer to
the fact that the use of certain language constructs will inhibit
formal verification.

Criteria of Evaluation
Characteristics generally acknowledged as desirable in

programming languages7'8 are often crucial from the point of
view of verification. Examples are simplicity of the language
and good program and data structuring facilities. Simplicity
of the language can be judged using the following metrics:
size, generality and extensibility of constructs, coherence, and
precision of the language description. A simple language eases
the verification process since the programmer is well aware of
what his program is doing and has confidence in it. Program
and data structuring should be such as to allow modular
decomposition of the program into manageable subunits for
proof purposes. The more that global and intermodular
analysis is necessary to understand a program, the more
difficult verification becomes.

Other areas which relate more specifically to evaluating for
verifiability are: aliasing, axiomatizability, simplicity of
verification, and nondeterminacy. Aliasing (allowing
variables to be referenced via several names) should be
minimized in the language. This ensures that assertions, using
one name for a variable, are not invalidated by changing the
value of that variable using some different name.

Axiomatizability of a language feature refers to the ability
to write a collection of rules which completely and unam-
biguously describes the results of applying that feature to any
data item. Such descriptions are essential for automatic
verification because a verification system manipulates
symbolic quantities which represent arbitrary input values.
The results must be comprehensible in terms of general
principles which are independent of actual input values.

Simplicity of verification is violated for many language
constructs which are theoretically possible to verify. Some
constructs are so excessively tedious to verify that the in-
convenience outweighs the benefits of retaining them in the
language.

Finally, nondeterminacy, which results because the
language definition does not specify adequately the results of
certain operations, complicates the verification process by
making it highly machine-dependent. Other sorts of non-
determinacy which result from performing concurrent
operations on shared objects are more a problem of a par-
ticular style of concurrent programming than of the language
used.

This list of criteria is not intended to be inclusive, but only
to suggest the sorts of considerations relevant to evaluating
language features for verifiability. The only true validation of
the verifiability of a particular language feature is the design
of a workable verification strategy or proof rule.

Verification and HAL/S
The primary goal of this research was to examine the

various constructs of HAL/S from the point of view of
verifiability and to define a subset of the language in which to
write programs which can be verified using formal proof
methods. What follows is a list of some of the major features
which were omitted or restricted in defining the verifiable
subset HAL/S/V along with the reasons for these changes.

1) One major feature of HAL/S omitted from the
verifiable subset is the scalar (floating point) data type. No
convenient axiomatization for floating point arithmetic is
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currently available. Automatic verification of a program
requires that the effects of every language construct should be
symbolically representable in an exact way. Only in that way
can meaningful assertions be constructed to describe the
program state. Operations on scalar data items introduce
error terms, the magnitude of which is highly data-dependent.
The matrix and vector data types, being composed of scalar
elements, are also omitted from HAL/S/V.

2) No nonlocal referencing is permitted in HAL/S/V.
Nonlocal referencing inhibits program decomposition for
proof purposes and complicates program analysis sub-
stantially. For parameterized program units, it also permits
aliasing since global data may be referenced directly as well as
through the parameter list.

3) Replace statements and replace macros, the textual
substitution facility of HAL/S, have been omitted from the
subset. Each instance of textual modification presents the
verifier with two programs to verify—the original and the
modified version. In the worst case, the difficulty of
verification may be exponential in the number of replace
statements appearing. Such a severe penalty seems to out-
weigh the benefits of the facility.

4) No implicit precision or type conversions are permitted
in HAL/S/V. Implicit conversion masks from the
programmer and from the verifier the fact that in the con-
version process information may be lost or spurious in-
formation added. Requiring that the programmer perform all
precision conversions explicitly forces him to recognize this
possibility and compensate for it.

5) HAL/S/V functions are restricted to conform to the
mathematical notion of "function" as much as possible. That
is, the entire behavior of the unit should be representable by a
functional (in the mathematical sense) input-output relation.
The prohibition of nonlocal referencing is an important step
in that direction. Additionally, functions may not call,
directly or indirectly, time-dependent system routines such as
RUNTIME, DATE, or PRIORITY.

6) Input parameters to a routine may not be altered during
the execution of the routine. To ensure this, input (value) and
assign (reference) parameter lists must be entirely disjoint;
input parameters may not be passed as assign parameters to
other routines.

7) The HAL/S name data type is not included in
HAL/S/V. A restricted pointer facility is a valuable feature
of many languages. Verifiable pointer facilities in languages
such as Pascal allow pointers only to unnamed, dynamically
created objects. However, treating pointers as merely
alternate names for data items, as HAL/S does, invites
aliasing of the worst kind.

8) Transient event data items are not permitted in the
verifiable subset. The semantics of logical operations such as
"not E," where E is a transient event, is not well-defined.

9) To reduce the complexity of proofs of concurrent
programs, the following restrictions are made. Accesses to
shared data should be carried out in mutual exclusion;
therefore, all shared data items belong to lock groups. No
process may terminate abnormally if it or any dependent
accesses shared data. All scheduling should occur at the
outermost program level.

Though this list contains the major features of HAL/S
omitted from the verifiable subset, there were a large number
of more minor deletions, e.g., array processing features and
the subbit conversion facility. Some modifications were
necessary to make HAL/S/V a consistent language, e.g.,
requiring that the arguments of schedule and wait statements,
which are scalar valued expressions in HAL/S, be integer
valued in HAL/S/V.

Conclusions
The attempt to isolate criteria of evaluation for verifiability

and apply them to HAL/S has revealed the following:
1) The design of programming languages for aerospace

applications must be a process of compromise between the

goals of inclusiveness and expressiveness on the one hand and
verifiability on the other.

2) A clearer understanding of the kinds of features which
are verifiable will aid in future work in designing automatic
verification systems for HAL/S and other languages. Such
efforts will doubtlessly be applied to many languages as more
effective program proving techniques become available.

3) Most users of a language are concerned with writing
software which is correct, though not necessarily formally
verifiable. For them, verifiability analysis identifies language
features which are ill-suited to structured programming and
which contribute to the writing of software which is difficult
to read, modify, and understand.
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Introduction

GLOBAL Positioning System (GPS) is a planned world-
wide navigation system which will provide users with a

three-dimensional location accurate to ±16 m. The space
segment of the system will consist of 18 three-axis stable,
Earth-pointing satellites in inclined circular orbits of 12-h
periods (r = 4.17 Re). To date, six satellites have been
launched and are being used in the concept validation phase of
the program.
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